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Abstract

The Internet of Things market has emerged over
the past decades and continues to grow. There-
fore, IoT devices have become omnipresent.
Many of these devices use a wireless connection
to send and receive data which are based on Low
Power Wide Area Network protocols. The most
used LPWAN technologies are Narrowband IoT
(NB-IoT), LoRaWAN, LTE-M, and Sigfox. Due
to the increasing amount of IoT devices, these
LPWAN protocols have become even more im-
portant. However, many of these protocols are
proprietary, and therefore, it remains unknown
how they exactly operate. We dive into the in-
ner workings of one of these LPWAN protocols.
More specifically, we investigate the PHY of the
DASH?7 Alliance Protocol (D7AP). We present
a fully-fledged DASH7 communication system
by using GNU Radio. The software can be used
as a simulation instrument and can be applied in
real-world scenarios by using low-cost Software-
Defined Radios. In this way, it is possible to in-
vestigate a complete IoT transceiver system that
is open-source and easily adaptable. Further-
more, it can be used to build up, investigate, and
validate DASH7 data packets.

1. Introduction

The Internet of Things (IoT) is a concept that has been
evolving in the last decade to provide internet connectiv-
ity to objects that we use in everyday life. These objects
are very versatile and can be generic devices such as bi-
cycles, motors, home appliances, and devices such as tem-
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perature, humidity, air quality, or inertial measurement unit
sensors. These “things” are usually equipped with extra
hardware that constitutes mainly a processing unit and a
transceiver for digital communications. Consequently, this
hardware will enable the objects to communicate with one
another or to send information to the internet (Zanella et al.,
2014). The IoT concept also fosters interaction among ob-
jects to achieve a high operational efficiency (Centenaro
et al., 2016; Bni Lam, 2021a). Accordingly, the IoT con-
cept has been attracting the attention of many industries as
well where automation has a key role. Nowadays, appli-
cations can be found in home and industrial automation,
medical aids, energy management, automotive and smart
cities.

Moreover, Low Power Wide Area Networks (LPWAN)
have emerged to provide the communication means that
have enabled the IoT concept. Most LPWAN technologies
can provide connectivity to millions or even billions of ob-
jects. This communication revolution can be attributed to
the LPWAN capability of establishing long-range commu-
nication links that go up to several kilometers while using
low-power transceivers (BniLam et al., 2021b). Addition-
ally, due to the low production cost, LPWAN transceivers
are massively deployed in large-scale environments; i.e., on
the scale of cities or even countries. The most commonly
used LPWAN technologies today are LoORaWAN NB-IoT
and LTE-M (Janssen, 2023; Sinha, 2024).

During the last decades, Software-Defined Radio (SDR)
technology has also become a very popular and powerful
prototyping tool (BniLam et al., 2018; 2019). Before the
introduction of the SDR technology, researchers and man-
ufacturers were only relying on custom-made expensive
hardware and simulation tools. Simulation tools can be
very powerful in describing any physical behavior. How-
ever, they cannot include all the physical variables that are
associated with complex engineering problems. On the
other hand, the SDR technology can provide a physical
prototype that can be subject to testing scrutiny. In recent
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years, the SDR technology has been used as a final product
for many communication system technologies which is due
to the decreasing production cost.

In this work, we make use of the SDR technology to design
the physical layer for LPWAN communication systems.
The design steps are generic and can be deployed with any
LPWAN standard. However, we have adopted the DASH7
Alliance Protocol (D7A) (D7A, 2024). The DASH7 Al-
liance Protocol (D7A) originates from the ISO/IEC 18000-
7 standard which was ratified by ISO in 2004. This stan-
dard has been used by the U.S. Department of Defense
(DoD) for container inventory. In 2009, the DASH7 Al-
liance was established and repurposed to an open-source
standard for bi-directional Wireless Sensor and Actuator
Networks (WSAN). Nowadays the standard can be used
for commercial IoT applications (Schneider, 2010). This
communication standard has been selected to represent [oT
communication systems because its specification is freely
available (D7A, 2018), and an open-source software stack
is ready to use (Sub-IoT, 2024a). The proposed SDR im-
plementation of the DASH?7 standard has been validated us-
ing simulation and experimental analyses. Furthermore, we
recorded a DASH7 data set during the deterministic testing
of a measurement setup.

The remainder of this paper is organized as follows. In
Section 2, the PHY layer of the DASH7 Alliance Protocol
is introduced. Section 3 explains the design of a DASH7
transmitter in GNU Radio while Section 4 discusses the
DASH?7 receiver chain. Section 5 shows the working of
the full transceiver system through some experiments. Fi-
nally, Section 6 discusses the conclusions, and we have an
outlook on the future.

2. The DASH7 Alliance Protocol

Although the DASH Alliance Protocol (D7A) is repre-
sented by a complete stack, to grasp what is happening to
transmit or receive bits we need to unravel the ins and outs
of the physical layer. A detailed overview of the full stack
is shown in Figure 1.

2.1. The Physical Layer

At the PHY, the encoding types, modulation scheme, sup-
ported bands, and data rates are specified. DASH7 orig-
inally supported only the unlicensed 433 MHz ISM/SRD
band; when the DASH7 Alliance adopted the protocol, the
868 MHz and 915 MHz band have been added. Each band
is split into a finite amount of channels. The number of
channels depends on the channel class that is used. Each
channel class of DASH?7 has its specific channel spacing,
symbol rate, modulation index, and frequency deviation.
An overview of the available channel classes and bands can
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Figure 1. Overview of the full stack specification.

be found in Table 1 and Table 2.

By default, PN9 encoding is applied to the payload, which
scrambles the data using a 9-bit pseudo-random number. In
this way, the data gets whitened. Optionally, a %-Forward
Error Correction encoding can be used. In this case, the
data firstly is FEC encoded and afterwards, PN9 encoded.
The first stage of the FEC operation is the encoding us-
ing a % rate convolutional code with a constraint length
of four, and the second stage is a four-by-four matrix in-
terleaver that minimizes the impact of burst errors (Weyn
et al., 2013). Afterwards, this output is PN9 encoded.

Furthermore, the PHY also defines Clear Channel As-
sessment (CCA). CCA determines the current state of the
medium. This is a mechanism to access the channel and is
used when multiple transmitters are applied in a network.
However, we have not implemented this into the designed
system.

To assemble a packet, we first need to know which fields
define a DASH7 packet. D7A packets contain a preamble,
sync word, and a payload. The preamble is used for cal-
ibrating data rate circuits and time synchronization. This
sequence is a set of alternating ones and zeroes and can typ-
ically have 32 or 48 symbols. The sync word is a block of
16 binary symbols and is used to align the packet payload.
The packet payload is typically PN9 encoded, and a 16-bit
Cyclic Redundancy Check (CRC) is applied to it. A more
in-depth analysis is explained in the following section.

2.2. Packet structure

A DASHT7 packet has a default frame structure, which is
shown in Figure 2. It consists of a preamble, a sync word,
and a payload preceded by a power ramp-up and succeeded
by a power ramp-down, which are needed to meet the band
stop channel requirements (Weyn et al., 2013; D7A, 2018).

The power ramp-up is the time that is needed before the
first symbol transmission. This means that the carrier fre-
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Table 1. DASH7 Channel Classes specify the used channel spacing, symbol rates, modulation scheme, modulation index, and frequency

deviation.
Channel Channel Symbol | Modulation | Modulation Frequency
Class Spacing (c) Rate Scheme Index Deviation (Af)
(kHz) (kbps) (kHz)
Lo-Rate 25 9.6 2-(G)FSK 1 4.8
Normal 200 55.555 2-(G)FSK 1.8 50
Hi-Rate 200 166.667 | 2-(G)FSK 0.5 41.667

Table 2. DASH7 channel bands and their allowed channel indexes. The stars in the table indicate the following:

* Worldwide coverage with local regulatory limitations,
** EN 300 220 (Europe) with local regulatory limitations,
##% FCC part 15 in the United States of America.

RF band L0-Rate (d) Normal and Hi-Rate (d) Start (MHz) (b) | End (MHz)
433 MHz* ., 68 0,8, 16, ..., 56 433.06 434785
868 MHz** O, 1, 279 | 0,8, 16, ..., 216, 229, 239, 257, 270 863 870
915 MHz*** | 0, 1, .. 1039 0,8, 16, ..., 1032 902 928
Table 3. DASH7 sync word classes and coding schemes. Cur- Preamble . Sync Word . Packet Payload | CRC16
rently, only CSO and CS2 are used. CS1 and CS3 are reserved for Ramp-up  Unencoded | Unencoded | Encoded Ramp-down

future use.

Sync Word Class Coding Scheme
CSO CSl1 CS2 CS3
0 0xE6D0 | RFU | 0xF498 | RFU
1 0x0B67 | RFU | 0x192F | RFU

quency is ramped from idle power to transmit power and
settles to a stable state. The reverse operation occurs when
ramping down. If this ramp-down is too fast, a part of the
encoded frame might be affected, and therefore, the packet
can become unrecoverable. Typically, these ramps have a
period of 8 symbols but can go up to 32 symbols. At the
Data Link Layer (DLL) of DASH7, we see two types of
frames defined: background frames and foreground frames.
Background frames have a static payload size of six bytes,
whereas foreground frames can have a length of up to 256
bytes.

The preamble is an unencoded structure of alternating bi-
nary symbols which can have a length of up to 128 bits.
This is used to settle the receiver by calibrating its data
rate circuits. The DASH7 specification defines a typical
preamble length of 32 bits for the Lo-Rate and Normal-
Rate channel class while recommending 48 bits for the Hi-
Rate channel class (Singh et al., 2020). The preamble is
followed by an unencoded sync word of 16 binary symbols
which is used to identify the start of the payload. Currently,
the physical layer supports two sync word classes which
depend on the type of frame that is used. An overview can

Figure 2. DASH7 frame structure.

be found in Table 3. Background frames use Sync Word
Class 0 while foreground frames use Sync Word Class 1. A
second categorization that makes up a specific sync word
is the type of encoding that is applied to the payload. Fi-
nally, the payload field, which can have a length between
5 and 256 bytes contains at least a length byte, a sub-
net byte, and a control byte (CTRL), the packet data, and
two CRC16/CCITT_FALSE bytes. The CRC operation is
applied to the payload before the encoding process. Af-
terward, the payload is encoded using a PN9 scrambler
or a combination of a % Forward Error Correction code
(FEC) and PN9 scrambler depending on the chosen coding
scheme (Hoel, 2007).

3. DASH7 transmitter Design

To create a DASH7 transmitter, we need to convert our data
bits to a modulated wave. For convenience, we split this
entire process into four parts,

* packet assembly and data formatting
* data mapping

¢ symbol-to-waveform conversion

* baseband modulation

These parts will be discussed in the following sections.
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3.1. Packet Assembly and Data Formatting

To assemble a DASH7 packet in GNU Radio, we start by

implementing the structure as discussed in Section 2.2. The

unencoded preamble is followed by an unencoded sync

word. The sync word identi es the start of the payload,

how it is encoded, and ultimately de nes what kind of pay-

load frame is used. Background frames use Sync Word

Class 0 (SWCO0) while foreground frames use Sync Word

Class 1 (SWC1). Additionally, DASH7 uses two types

of coding schemes. Table 3 shows the currently imple-

mented coding schemes, i.e. Coding Scheme Zero (CS0)

and Coding Scheme Two (CS2). CSO indicates that the ) )

payload is scrambled using a 9-bit pseudo-random numFigure 4.Output of the data after the mapping operation. The val-
ber generator (PN9) which is based on the ponnomiaHes are mapped betweeh and1, and the preamble, sync word,
x% + x5+ x9 (Christiansen, 2010). CS2 adds an extra stepand payload are detected.
to the scrambled payload i.e.%d:orward Error Correction

(3 FEC).

In this work, we use SWC1 and applied CS0. This indi-

cates that the payload is a foreground frame and is PN9

encoded. Finally, a 16-bit Cyclic Redundancy Check, i.e.

CRC16-CCITT, is calculated on the scrambled payload, re- _
sulting in a checksum of two bytes, which are added to the '9ure 5-Symbol-to-waveform stage where the mapped data is
scrambled payload and form the complete payload (Weprsampled and a Gaussian shape Itering process is applied.
etal., 2013). In GNU Radio, these elds are de ned as dec-

imal values using multiplexed vector sources. The payload 3. Symbol-to-Waveform Conversion

encoding and the error detection code are handled in a sep-

arate Python module. The output of this module is added

to the payload vector source.

3.2. Data Mapping

Figure 6.Recorded FSK signal when no pulse shaping is applied.
The spectrum is occupied with unused sidelobes.

Figure 3.Packet assembly and data formatting continued with theAfter creating the mapped symbols, we can start building
mapping stage in GNU Radio. the physical waveform. This is achieved by upsampling the
symbols and applying a pulse shape lIter to the upsampled
When the packet is assembled, the binary message needsdignal. In this way, a time dimension or speci ¢ symbol
be converted to a physical waveform to modulate the packdime is created i.e. the symbols will span more samples.
correctly. The rst step is to map the bits to a constellationThe symbol width and amplitude can be altered by apply-
value. For 2-(G)FSK, the mapping consists of two possi-ing a speci ¢ pulse shape lter. Although DASH7 supports
ble values, namelyl and1. A zero value bit is repre- FSK modulation, typically, a Gaussian pulse shape lIter
sented as &l value, which forms the space frequency andwith a speci ¢ Bandwidth-Symbol Time product (BT) is
a one value bit is represented as a valug ahd forms the applied to create smooth transitions between symbols in
mark frequency. Figure 3 shows the data formatting andhe time domain. In the frequency domain, it optimizes
the mapping stage. The output after mapping is depicted ithe power in the main lobe, decreases the occupied band-
Figure 4. width, and therefore, reduces Inter-Channel Interference
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Modulated (FM) signal. The waveform at the SDR front
end can then be de ned as,

Rels()] = Acel?’ <12 11ama); (g)

where A is the carrier amplitudef . is the carrier fre-
quency, f is the frequency deviation anoh( ) is the
message. When looking at the symbols of 2-(G)FSK in the
frequency domain, we see that symbols are altered around
a de ned center frequency, which at baseband litz. We
need to obtain the instantaneous frequencyf that sym-

bol which is de ned as,

Figure 7.Recorded GFSK signal with a Bandwidth-Symbol Time 7
product of 0.5 which is a typical value used in DASH7. The spec- _1d; | _ | .
trum is more concentrated and cleaner. fi = 2 gt ‘T idt: ()

Equation (5) shows directly the relation between instan-
taneous frequency and instantaneous phase, which is that
the instantaneous frequentyis the rate of instantaneous
phase change over time whereas the instantaneous phase
is obtained by integrating the instantaneous frequency over
time. It is more convenient to implement a phase integrator
in GNU Radio since magnitude and phase are easier ob-
(ICI). The implementation of the process in GNU Radio tained from standard software blocks. Therefore, we need
is shown in Figure 5 by using dnterpolating FIR Filter  to discretely integrate the symbols. When translating this
block and amAutomatic Gain Contreblock (AGC) which  to the discrete domain, we can closely approach the inte-
normalizes the output from the FIR lter. The effect with gration by using a Riemann sum. We can substitute the
and without Gaussian shape Itering is depicted in Figure 6message from Equation (2) then to:

and Figure 7 respectively. Z,

Figure 8.Baseband modulator process.

x
_ x( )d x(nT)T (6)
3.4. Baseband Modulation 0 k=0

When our symbols are shaped, we can start modulating the _
symbols on a baseband level. The transmitted wavefornf1at leads to:

can be seen as: _ (12 f P x(nT)T;).
; s[n] = Acel e k=0 '/ 7
s(0)= Ael (D W [n] = Ac U]
whereA is the transmitted signal's amplitude ar(dt) is
the angular phase which can be expressed as follows:

Z, s[n] = Ace(! +2h F loo X(NT)). ®)
(t)=2h . ()d ; @

whereT is the sampling interval or reciprocal of the 1Q
sample rate. Furthermore, it can be expressed as:

If we extract the summation of the symbols from Equa-

whereh or theh-factoris the modulation index de ned by tion (8) and write:
L. fisthe frequency deviation arig, is the frequency

T X
of the message signal.(t) for an FSK signal can be ex- y[n] = x(nT) 9)
pressed as: k=0
e and apply rectangular integration, we get:
t) = Dt iTs) ; 3
(t) . a(i)g(t  iTs) 3) " x 1
= y[n] yln 1]=  x(nT) x[nT] = x[nT]
wherea = 1, is the transmitted bit value, L is the number k=0 k=0 (10)

of transmitted bits, and(t iTs) is the shape Iter re-

sponse of the transmitted signal (i.e. for GFSK, @fi§ is  which leads to

a Gaussian lIter response). For the signal that we transmit

from the SDR, we start from the equations of a Frequency y[n]=y[n 1]+ x[nT], (11)
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Figure 10.TX and RX settings on two USRP devices.

) ) - _ The parameters b, d and ¢ can be found in Table 1 and in
Figure 9.The baseband modulated signal. The two distinctly ViS-Taple 2

ible peaks represent the two symbols, i.and1.
The signal received by the SDR can be described as

“tm()
) ) rt)= Arexp j2 f
wherey[n] is the output of the lter at timen, y[n 1] 0o My

output of the lter attimen 1 andx[nT]is the input of
the Iter at timen. We can rewrite this as

d (16)

The rst demodulation step is tuning the SDR RX channel
to a center frequency @665 MHz and capturing a band-
width of 7:68 MHz. In this way, we investigate the com-
Y(NT)=Y(nT T)+ X(nT)T: (12) plete868 MHz band. This means that the collected data
set is down-converted to an appropriate intermediate fre-
The Z-transform of Equation (12) can be expressed as folguency (IF). In the recorded data sets, we only made use
lows: of the868 MHz band where channels are assigned between
Y(2)= Y(2)z '+ X@)T; (13) 863 MHz and870MHz as can be seen in Table 2. The
transmission and reception with separate USRPs in GNU

which leads to a transfer functidth(z) of Radio can be found in Figure 10.

Y(z) _ 1

X(z) 1 7 1 (14

H(z) =

4.2. Frequency Shifting

Equation (14) is the single pole difference equation of an
In nite Impulse Response (IIR) Iter. The implementation
can be found in Figure 8 and the baseband modulated signal
in the frequency domain is depicted in Figure 9.

4. DASH7 Receiver Design

To create a DASH?7 receiver, we split the process into six

parts,
* SDR modulation and demodulation Figure 11.Mixing down the signal to zero and lItering out noise.
« frequency shifting
« demodulation In GNU Radio, we set the frequency of an external oscil-
« time synchronization lator to the center frequency of a predetermined DASH7
« frame synchronization channel and mix the received signal with this tuned oscilla-
« payload decoding tor. This operation downconverts the signal to a baseband

signal. The complete owgraph is shown in Figure 11. The
DASH7 speci cation de nes the calculation for channel
frequency as,

These parts will be discussed in the following sections.

4.1. SDR Modulation and Demodulation

At the transmitter, we need to tune the center frequency of--3. Demodulation

the SDR to a speci ¢ channel index. A DASH7 channel To demodulate the signal, we apply the opposite operation
frequency can be calculated as follows, as we did in the transmitter design. Obtaining the phase
Chan. Spaci is achieved by using @omplex-to-Argblock. This phase
f(b;c;d = Star(b) +0:025 + +@1 (15)  needs to be differentiated and will result in,
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2 1O _ kma: (17)
Mp

To implement the differentiator, we recognize that in dis-
crete time,
dx(t) x[n] x[n 1]
dt 1

The differentiator can be implemented using an Interpo-
lating FIR Filter block with the same taps we used in the
transmitter design. This output is passed through a low-
pass filter since the differentiation tends to increase high-
frequency noise. Eventually, the mapped symbols are re-
trieved. The demodulation flowgraph can be found in Fig-
ure 12.

(18)

4.4. Time Synchronization

The purpose of symbol time synchronization or clock re-
covery process is to find the optimal instants when down-
sampling a sequence of samples into a series of symbols.
This means that the system needs to select the best sample
out of every group of samples, such that this selected sam-
ple can better represent the transmitted symbol. The chosen
sample is then passed on to the symbol detector, which, in
our case is set to the Mueller and Miiller timing error detec-
tion algorithm. Note that this system is a feedback Phase
Locked Loop (PLL) which is set with static parameters.
This indicates that there is a trade-off between acquisition
speed and tracking stability of the symbol clock estimate.
In our implementation, we configure the interpolation re-
sampler as a Polyphase Filter Bank (PFB) which imple-
ments a Gaussian-matched filter similar to the one used at
the transmitter to reshape the symbols.

4.5. Frame synchronization

After the symbol synchronization, the binary conversion
process takes place using the binary slicer. When the sym-
bols are converted to bits, the stream is correlated with a
predefined preamble and sync word. Afterward, tags are
added to the stream and indicate the start of these fields. At
this moment it is predefined what the length of the pream-
ble is, which sync word class and coding scheme is used,
and when the encoded payload exactly starts.

4.6. Payload decoding

The added tags, as discussed in section 4.5, are
exploited by the DASH7_demod_py_bb-block. The
DASH7 _demod_py_bb-block decodes the received payload
and calculates a CRC16 to validate if bit errors occurred
during transmission. If there is an error, the check will
show the message “Check is False”. Finally, the data type
of the block is converted to float, and the recovered data is

or. y_spal

Extract the phase (k) Divide the phase

by the value of 2 h

The frequency shifted
received signal

e derivative of
the phase

Filter the resultant signal to mitigate the high frequency noise

Figure 12. Demodulation process. The phase is extracted from
the complex data and subsequently derived and filtered.

nchronization

Symbol to single bit
conversion Correlate stream with the
preamble sequence
and add a tag

il

Matched filter, time synchronization
and data decimation

PN9 decoder, CRC16 check,
convert bits to hexadecimal
and print to terminal

Cort am with the
Sync Word sequence
back to symbols Y nd add aqtag

Visualize decoded
message in the
time domain

Demapping chunks

Figure 13. Flowgraph for time synchronization, frame synchro-
nization, and payload decoding.

plotted using a time sink. The payload is printed in deci-
mal and hexadecimal form. The complete implementation
of time synchronization, frame synchronization, and pay-
load decoding is found in Figure 13.

If a packet is successfully demodulated, the message, as
depicted in Figure 14, is printed to the console window
of GNU Radio. The total length of the packet is the first
byte that is found. The actual payload [0x00, OxAB,
OXCD] is preceded by the length byte of the payload and
is succeeded by two CRC bytes. It is noteworthy that the
packet has a total length of 25 bytes, which is due to the
other stack layers adding their minimum fields. The com-
plete payload is printed in decimal and hexadecimal form,
and a CRC is calculated. The DASH7 spec provides an
overview of these fields.

5. Experimental results

To test the flowgraphs in a real-world experiment, we exe-
cuted several cabled experiments. The experimental mea-
surement setup contained six B-L072Z-LRWANI1 STM32
LoRaWAN Discovery Boards, an Ettus Research USRP
B210 SDR, an RF-splitter and a 40 dB RF-attenuator. The
development boards were programmed as DASH7 nodes
by using the Sub-IoT stack which contains an implemen-
tation of the DASH7 Alliance Protocol (Sub-IoT, 2024a).






